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1. The Challenge

The introduction of Next Generation Network (NGN) elements into the telecom
network present opportunities to utilize technological advancements to reliably
and cost effectively provide a broad array of all IP based services (mobile data,
streaming video, advertisements, stock-market quotes,...) to an ever-expanding
customer-base, in real time. Yes, we all know NGN is not happening overnight,
nor is it happening all over the network at one time. But it is clear to the telecom
observer that certain NGN elements are making their appearance in the telecom
network, at times as a new Diameter-based OCS node and at other times as a
newly introduced NGN element such as a PCRF.

But to make this efficient, manageable and cost effective, the telco must
adopt an overall NGN strategy. This NGN strategy needs to take into account
both the opportunities that NGN presents to them as well as deal with the
challenges presented by the new architecture. An NGN strategic view is
especially important because an NGN network doesn't happen overnight.
The last thing a telecom operator would like is to have an evolving NGN
introduction without a real vision of the final goal. Were NGN an easy short
term effort, the coherent implementation would be a simple part of the NGN
project implementation; but NGN introduction is slow, at times very local to a
specific area within the network (such as the interface between the GGSN and
the OCS). Especially under these conditions the challenge of having an overall
NGN strategy is crucial to the telecom operator.
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Of the many opportunities and challenges that NGN strategy presents to the
telco, we would like to focus on those related to the NGN control plane.
Unlike legacy networks, in which the control plane was primarily the
proprietary domain of the Network Equipment Provider, the new NGN control
plane is more open and standard. It benefits from well defined interfaces and
functionalities and a new broad and flexible enhanced AAA signaling protocol
—Diameter - which replaces the existing variety of legacy signaling protocols.

Information that in the past was very difficult to retrieve from the network is
now easily obtained. Interfaces requiring long and cumbersome integration
are now replaced by standardized connectivity. NGN signaling enables new,
fast, easy and cost effective service launches, translating into more services to
the customer.

However, this new NGN architecture faces some critical challenges (especially
since more and more services will be, over time, launched based on this
architecture):

e How to roll out and activate new real time services.

e How to handle the rapidly increasing signaling volume from the new
services (which are typically more signaling-intensive than common in
the past. Most legacy protocols that are UDP based, Diameter is TCP-
based, with an ACK for each transaction — this alone doubles the amount
of signaling),

e How to deal with the unavoidably greater fragmentation and amount of
network components needed for real time and new multimedia services
introduced by NGN.

Thus, load balancing (LB) becomes a key issue, - specifically the control plane
load balancing.

This is the challenge of the control plane — ensuring that the network is able to
optimize the signaling load according to individual telco-defined network,
subscriber needs and business operations parameters.
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2.What's Needed

Ideally, the NGN control plane should not only provide improved reliability,
scalability and high-availability (the classic purpose of load sharing), but also
take advantage of new information that is available within the control plane
to enable enhanced value to the end user. These new features are a direct
result of utilizing Diameter protocol features, smarter nodes, and advances in
NGN element capabilities.

Two types of load balancers can be deployed for NGN networks:

e Web Application Load Balancers — these are HTTP load balancers and
were designed for the data path stream (i.e. the transport layer), not
for the signaling Control Plane. They are not proper NGN elements in
the network, they cannot perform Diameter load balancing and they
cannot perform any of the functionalities defined in the Diameter base
(RFC 3588). The 3GPP standard defines how load balancing should be
carried out;
see the Diameter Based Protocol section 2.8 at
http://www.rfc-editor.org/rfc/rfc3588.txt .

e Native Diameter Load Balancing — engineered according to the

Diameter protocol standard, taking full advantage of the broader
functionality and information availability that Diameter offers.

A true Native Diameter Load Balancer, one that takes advantage of Diameter
and provides full command of the control plane, should provide highly
improved reliability, scalability and failover protection. Most importantly, it
should take maximal advantage of Diameter capabilities to help optimize
and streamline the network, shaping the signaling traffic accordingly. And it
should facilitate easier and broader control to meet individual telco business
and operational needs.
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Scenarios:

Premium service customer

A premium package subscriber
(xDSL line for graphics studio,
mobile web, preferred
corporate, etc.) expects faster
service, based on his SLA. The
telco can dedicate a specific OCS
to handle premium service AAA
transactions, streamlining the

service setup.

Regular subscribers are chan-
the NGN
normally, with no impact on the

neled through

premium user.

Stock-Market Trader

Customer using mobile phone to
keep in touch with markets to
trade requires streaming RT
data and ability to trade online.
Dedicated OCS can include any
security and other functionality

needs for AAA.

Mobile Streaming Video

The sending of video to mobile
customers requires fault-free
service so that video streams
properly, and the user continues
to consume the service. Packet-
type identification (unique
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Diameter capability) enables telco to tag the request as video, and to process
AAA transactions and to build the data link efficiently. Failover ability is
important as well, to ensure a positive user experience.

3. How a Native Diameter Load Balancer Fits the Bill

The cornerstone of a Next Generation Network is the Diameter protocol,
applying its advanced standards to the fullest. Diameter brings management
of the NGN control plane to life, turning an NGN Load Balancer using Diameter
into the network's nerve center.

Some examples of how a Diameter-based LB accomplishes this:

Local Policy Enforcement Point: The Load Balancer can serve as Local
Policy Enforcement Point and can be configured as a Diameter proxy agent —
enabling some of the decisions allowed by the standard to be performed
locally, e.g. every attempted connection by a blacklisted IMEI is automatically
rejected; or to provide an unlimited quota for certain service without
interrogation with OCS.

Intelligent Traffic Shaping: the Traffix Load Balancer looks at packets
content type (such as AVP values), in accord with standard Diameter AAA
functionality, and can use this to optimize traffic with contextual load
balancing, according to telco-selected parameters. This could be faster
service for premium subscribers, application-specific traffic channeling (to
specific servers), or rapid, simple response to unique network requirements.
By using this unique Diameter-based feature, the Load Balancer moves firmly
ahead of legacy technology load sharing, no matter how much they have been
upgraded. They simply are unable to fully utilize Diameter features, data and
functionality.

Capabilities Exchange: The Traffix Load Balancer supports

capabilities exchange with Diameter nodes. Mapping and configuring the
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Load Balancer is easy and cost effective, while other load balancers require a
complicated configuration process, usually involving hacking basic control
plane concepts.

Failover: Diameter standard-based failover compliance ensures that the
Load Balancer provides secure and reliable failover, even in midsession node
failures downstream. Similarly, the Load Balancer can adapt online to
changing network topologies, such as when new nodes are added, or a target
node fails. High availability is a central and integral part of Diameter
functionality, requiring no complex programming or integration. So Load
Balancing based on Diameter is easier, more cost effective, and more reliable
than regular Load Balancing.

4. Next Generation Networks: The Promise
Delivered:

Diameter provides for a greater degree of flexibility than legacy approaches to
control the network. As a result, the telco is able to more readily deploy
services exactly as the telco wants them, to meet telco-specific operating and
security policies, as well as to carry out one-time or periodic tasks over the
network. Examples of these include:

o Exclusive use of only authorized protocols, as configured by the telco to be
used. Other load balancers usually create Security breaches as it can be an
open spot for illegal (non-standard) connection to the network.

o Simple connection to other network components such as PCRF (Policy
Charging Resource Function) to enforce specific Telco policies.

o Configurability to work with SCTP (Stream Control Transmission Protocol)
only; this enforces strict inherent security mechanisms within the Load
Balancer. Other load balancers cannot perform this easily or cost
effectively.

o Flexible routing rule support - The Traffix Load Balancer supports routing
rules that can be changed dynamically using external scripting language.
Other load balancers cannot perform this dynamically and cost effectively.
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5. Traffix Diameter Load Balancer

Traffix provides the Native Diameter Load Balancer, engineered from
inception to take full advantage of Diameter's requirements, functionality and
standards. To realize the promise of NGN and to understand how NGN and
Diameter will win over important areas within the telecom network, one need
to understand the full advantage the new architecture provides and
understand that old paradigms are no longer valid.

Full Diameter-based Load Balancing, as delivered by Traffix is an essential part
of NGN and IMS control plane and Diameter requirements. Engineered to
utilize the advanced information and functionality inherent in the Diameter
protocol, significant improvements can be realized over RADIUS and legacy
balancers. The Traffix Load Balancer, the first full Diameter-based Load
Balancer, gives the service provider total multifaceted control and
management of the NGN Control Plane — for now, and for the future of NGN
technology.

About Traffix Systems
Traffix Systems is the Diameter control plane expert. Traffix supports telecom

operators on their way to Next Generation Network (NGN, IMS or LTE)
technology by providing cost saving Diameter solutions such as Diameter
gateways and load-balancing solutions for the Diameter control plane
achieving network connectivity and scalability and thus enabling the
opportunities to generate new service revenues based on the Diameter
control plane innovation.

For info please contact us at:

Mail: info@traffixsystems.com

Web: www.traffixsystems.com
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