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1. Introduction 
Service providers are embarking on the long journey towards Long Term Evolution 

(LTE) networks. LTE’s core network architecture, the Evolved Packet Core (EPC) is 

based around one signaling protocol – the Diameter protocol.  The shift to Diameter 

protocol as the primary signaling protocol of telecommunication networks started in 

previous versions of 3GPP, in 3GPP Release 6, where Diameter was selected as the 

foundation for control plane signaling in IMS and NGN architectures, and is being 

realized in today’s network deployments. 

 

With migration to LTE and the EPC core architecture, Diameter is taking an even 

more central role. An increasing number of functionalities and a growing number of 

network functions are using its capabilities, even outside the boundaries of traditional 

control plane applications.  However, the migration path to the LTE architecture is a 

gradual and slow process, so while the architecture is shifting slowly, the adoption 

and usage of deployed components is experiencing rapid growth, resulting in many 

immediate challenges in the control plane. 

 

This paper presents and discusses some of the main challenges in the areas of 

Diameter control plane that service providers face when moving towards EPC and 

LTE architecture. 
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2. The Challenges 
This chapter discusses key challenges service providers face on the path to 

LTE adoption. Some of the main issues include: 

 

a. Interoperability between legacy and LTE equipment  

The migration to LTE and core EPC architecture is a slow and gradual 

process, therefore many new LTE networks reuse existing network entities 

that are based on legacy or Intelligent Network (IN) standards. New LTE-

ready network functionalities with Diameter protocol based interfaces need to 

be connected to older network equipment which lacks the Diameter protocol 

functionality.  

 

New LTE-ready equipment with Diameter interfaces cannot connect to legacy 

and IN network components that only have non-Diameter interfaces. 

 

b. Interoperability across different vendors’ LTE equipment  

One of the advantages of the Diameter protocol is its agility and its ability to 

perform and adapt to different signaling requirements. However, this also 

raises many interoperability issues between the various vendor-specific 

propriety customizations. The problem is compounded by the immaturity of 

Diameter, and especially of LTE 3GPP standards, as 3GPP versions are 

changing rapidly and new partial vendor implementations are not fully tested 

or fully comply with 3GPP standards requirements.  

 

All of the above results in major connectivity issues between multiple or even 

single vendor LTE equipment entities.  

 

It is important to note that these Diameter interoperability issues are not only 

relevant to the Diameter protocol level, but also to other levels, such as the 
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transport layer or even the security mechanism level. For example: Diameter 

can run on top of SCTP or TCP.  SCTP is not supported by many of the LTE 

network vendors; however, some service providers want to benefit from the 

advantages of SCTP and require that their network Diameter signaling entity 

run over SCTP. That raises connectivity issues between SCTP and TCP-

based Diameter nodes. 

c. LTE Control Plane management 

LTE and EPC architecture is highly fragmented, with a growing number of 

new network functionalities, and growing complexity in the connectivity and 

interaction between the diverse network functionalities. 

 

Each of these functionalities is defined as a Diameter node. Each of the 

Diameter nodes must be manually configured and updated by the other 

Diameter nodes. Routing and other Diameter protocol related parameters 

(timeouts, retries, secondary, primary, watchdogs, etc.) require configuration 

and update. This lengthy and complicated process needs to take place every 

time a new Diameter node (network functionality) is being introduced to the 

network or every time a network signaling routing change is required. 

 

Moreover, Diameter lacks some of the important SS7 control and management 

capabilities (guiding, for example), making network management an even 

greater challenge.  

d. LTE Control Plane scalability 

3GPP envisions LTE control plane connectivity as mainly based on point-to-

point connections between nodes.  This approach has one major problem - it is 

not scalable. 

 

Large scale point-to-point connectivity creates bottlenecks, has tendency to 

fail, has reliability issues and is very difficult to manage. Just as in the data 

path, where load balancers and routers are used, and in IN, where STP/SCP's 

are used, it is apparent that the LTE/EPC architecture also calls for Diameter 
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protocol load balancers and routers to enable network scaling and optimized 

performance and management.  This need is becoming even more urgent due 

to number of reasons such as the usage of SCTP and TCP in Diameter and the 

large amount of Diameter signaling within the EPC (created by new services, 

policy enforcement, and new real time charging schemes). In EPC 

architecture, most of the signaling is based on Diameter point-to-point 

connectivity which is difficult to scale and manage. 

e. LTE Future-proofing 

The basis of all LTE/EPC signaling, the Diameter protocol, is constantly 

changing, not only in the application level with new interfaces and new 

releases, but also in the Diameter base level, with the anticipated introduction 

of new Diameter base standard (RFC 3588bis), which is not fully 

interoperable with the existing RFC 3588. 

 

Service providers moving to LTE will encounter issues using their networks 

and many of the Diameter protocol capabilities to their full potential.  

f. LTE/EPC network transparency  

Unlike in mature voice and IN/SS7 networks, where there are many 

monitoring and analysis systems that provide visibility into network activities, 

there are no existing solutions that provide complete visibility to the 

LTE/EPC. Service providers can get partial information from logs/statistics 

recorded on network nodes, but cannot get a central view of network 

performance, bottlenecks, errors and overall performance statistics. There are 

a several reasons for this gap, but the major contributors include the highly 

fragmented network architecture, and the use of Diameter, a new and 

unfamiliar signaling protocol. 
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3. Summary 
Service providers migrating to LTE and EPC architectures face many 

difficulties on their path. Many of the challenges are directly caused by the 

EPC’s use of Diameter in the control plane.  Specifically, service providers 

lack the ability to integrate old and new network functionalities, integrate 

different vendors’ solutions, and scale and manage their core network 

signaling. 

 

About Traffix Systems 

Traffix Systems is the Diameter control plane expert.  Traffix supports 

telecom operators on their way to Next Generation Network (NGN, IMS or 

LTE) technology by providing cost saving Diameter solutions such as 

Diameter gateways and routing solutions for the Diameter control plane, 

achieving network connectivity and scalability and thus enabling the 

opportunities to generate new service revenues based on the Diameter control 

plane innovation. 

 


